



Positron Inc. Acceptable Use POLICY 
Positron Inc. (hereinafter referred to as "Positron") relies on its computer network (as defined below) to conduct its business.  To ensure that its Computer Resources and/or its Computing Equipment (as defined below) are used properly by its users (hereinafter referred to as "Users") ("Users" defined below), Positron has implemented this policy. 

The rules and obligations described in this policy apply to all Users of Positron Inc.'s Computing Equipment and/or Computer Resources, wherever located.  Violations will be taken very seriously and may result in disciplinary action, including termination of employment, in addition to possible civil and criminal liability. 

Definitions: 
Where used in this policy, the terms below have the following meanings: 

Computing Equipment, Computer Resources:  includes, but is but not limited to, all host computers, file servers, application servers, communication servers, mail servers, fax servers, web servers, workstations, stand-alone (desk-top) computers, laptops, software, data files, and storage media owned or leased by or licensed to Positron Inc., and all internal and external computers and communications networks (for example: Internet, commercial online services, value added networks, e-mail systems) that may be accessed from or using any of the said equipment and/or resources. 

User(s):  refers to all employees, independent contractors, agents, consultants, temporary workers, and other persons or entitles whom use Positron Inc.'s Computing Equipment and/or Computer Resources. 
Computer Network:  means the Computing Equipment and/or the Computer Resources. 

Computing Equipment and/or Computer Resources 
PERMITTED USE 
Users are reminded that the Computing Equipment and/or Computer Resources are owned or leased by or licensed to Positron and may only be used for approved purposes.  Users are permitted access to the computer network to assist them in the performance of their jobs and use shall exclude without limitation, use for propaganda, transmission of jokes, games and betting, illegal activities, creation or distribution of chain letters and pornographic or discriminatory material.  At all times, Users are required to use the computer network in a professional, ethical, and lawful manner.  Use of Positron Inc.’s computer network is a privilege that may be revoked at any time. 

USE OF EQUIPMENT 
Removal – With the exception of laptop computers, computer hardware has been provided for use within the premises of Positron only.  Removal of any computer hardware equipment from any of Positron Inc.’s premises, without written authorization signed by an Officer of Positron or a member of the Information Technology Department is prohibited. 
Relocation – Equipment within any premises of Positron shall not be moved without written authorization from an Officer of Positron or a member of the Information Technology Department. 
 NO EXPECTATION OF PRIVACY 
Use of passwords to gain access to the computers network or to encode particular files or messages does not imply that Users should have an expectation of privacy in any material they create, store or receive using Positron Inc.'s computer network.  Positron has global passwords that permit access to all material stored on its computer network, regardless of whether that material is encoded with a particular User's password.  Positron reserves the right to inspect, without prior notice, all material stored on or created using its computer network. 

To ensure that Positron Inc.'s Computing Equipment and Computer Resources are used only for authorized purposes, Positron reserves the right to access, review and monitor all files and all       e-mails created using, or stored on, Positron Inc.'s Computing Equipment and/or Computer Resources.  All such files and e-mails, and all data and information contained therein, are and shall remain the property of Positron Inc.. 
WAIVER OF PRIVACY RIGHTS 
Users of Positron Inc.'s Computing Equipment and/or Computer Resources expressly waive any legal or other right of privacy in any information or material which they create, store, send or receive using the computing equipment or through the Internet or any other computer network.  Each User consents to allowing personnel of Positron to access and review all materials which such User creates, stores, sends or receives at any time and from time to time using the Computing Equipment and/or Computer Resources, the Internet or any other computer network, the whole at any time and without advance notice. 

SECURITY 
Users are responsible for safeguarding their passwords for access to the computer network.  Individual passwords should not be printed, stored online, or given to others.  Users are responsible for all transactions made using their passwords.  No User may access the computer network using another User's password or account.  Users may not disguise their identity while using the computer network. 

Users may not attempt to circumvent Positron Inc.’s data protection measures or uncover security loopholes or bugs.  Users may not gain or attempt to gain access to restricted areas of files on the computer network.  Users may not tamper with any software protections or restrictions placed on computer applications, files or directories.  Users who engage in this type of activity may be subject to disciplinary action, including termination of employment. 

Apart from login passwords, Users may not use passwords or other encryption keys to prevent access to their work on the computer network.  

ACCESSING OTHER COMPUTERS AND NETWORKS 
Users may not alter or copy a file originating from another User (whether or not a User of Positron Inc.’s computer network) without first obtaining permission from the author of the file.  The ability to read, alter or copy a file originating from another User does not imply permission to read, alter or copy that file.  Users may not use the computer network to "snoop" or pry into the affaires of other Users by unnecessarily reviewing their files and e-mails. 

A User's ability to connect to other computer systems through the computer network or by a modem does not imply a right to connect to those systems, unless specifically authorized by the operators of those systems. 

VIRUS DETECTION 
Files obtained from sources outside Positron Inc., including disks brought from home, files downloaded from the Internet, newsgroups, bulletin boards or other online services, files attached to e-mails and files provided by customers or suppliers, may contain dangerous computer viruses that can damage Positron Inc.'s computer network.  Users should never download files from Internet, accept    e-mail attachments from outsiders, or use disks from non-company sources without first scanning the material with Positron Inc.’s approved virus checking software.  If a User suspects that a virus has been introduced into the company's network, he or she should immediately notify the Information Technology Department. 

DUTY NOT TO WASTE RESOURCES 
Users must not deliberately perform acts that waste Positron Inc.’s Computer Resources or unfairly monopolize resources to the exclusion of others.  These acts include, but are not limited to, sending mass mailings or chain letters, subscribing to non-business related list servers and mailing lists, spending excessive amounts of time on the Internet, engaging in online chat groups, printing multiple copies of documents, or other creating unnecessary network traffic. 

Users should schedule communication intensive activities such as large file transfers, mass       e-mailings, and streaming audio or video during off-peak times (before 8:00 am and after 6:00 pm Monday through Friday).  Because audio, video and picture files require significant storage space, files of this sort may not be downloaded or stored unless they are related to the business of Positron Inc..  All files that are downloaded must be scanned for viruses and other destructive programs. 

Software  
LICENSED SOFTWARE 
Software may only be used in compliance with the terms of the applicable license agreements.  No User shall install and/or copy unauthorized or unlicensed software on any Positron Inc.’s Computing Equipment and/or use the Computer Resources to accomplish the same. 

Without prior written consent from an Officer of Positron or the Information Technology Department, Users may not:  

• Copy software for use on personal computers; 

• Provide copies of software to any independent contractors or clients of Positron or to any third party; 

• Install software on any of Positron Inc.'s workstations, stand-alone computers, laptops or servers. The only exceptions are software made available for installation over Positron Inc.'s Intranet (example:  licensed virus detection software and updates); 

• Download software applications, screen savers, games from the Internet or other online service to any of Positron Inc.'s workstations, stand-alone computers, laptops or servers; 

• Modify, revise, transform, recast or adapt any software; 

• Reverse engineer disassemble, or decompile any software. 

Users who become aware of any misuse of software or violation of this policy should report the incident to an Officer of Positron or the Information Technology Department.  

ELECTRONIC MAIL AND INTERNET 
Electronic mail (hereinafter referred to as "e-mail") is made available to Users for whom it is necessary to communicate within Positron or its customers and suppliers.  All files, e-mails and the data contained within remain the property of Positron Inc.. 

NON-BUSINESS E-MAIL 
Receipt of non-business e-mails cannot be prevented.  However, e-mails received that is obviously of a non-business nature must not be opened and must be deleted immediately.  Non-business related e-mails are not to be sent over our internal network.  This is dangerous to our data and programs, consumes valuable network resources and is unproductive.  Any damage done to our resources as a result of viruses being spread due to this activity will result in the loss of access to our network for the individual involved. 

Certain Users may be provided with access to Internet in order to assist them in performing their jobs.  The Internet can be a valuable source of information and research.  Use of the Internet, however, must be tempered with common sense and good judgement.  Abuse of the right to use the Internet may result in disciplinary action, and/or termination of Internet privileges. 

PRIVACY OF COMMUNICATIONS 
Users should never consider electronic communication to be either private or secure.  E-mails may be stored indefinitely on any number of computers, in addition to that of the recipient.  Copies of your messages may be forwarded to others either electronically or on paper.  As well, e-mails sent to non-existent or incorrect usernames may be delivered to unintended addressees.  In addition, Users may become subject to disciplinary action, including termination of employment, as well as civil and criminal liability. 

MONITORING OF USAGE 
Positron has the right, but not the duty, to monitor all aspects of its computer network, including, but limited to, monitoring sites visited by Users on the Internet, monitoring chat groups and newsgroups, reviewing material downloaded or uploaded by Users to the Internet, and reviewing e-mails sent and received by Users. 

AUTOMATED MONITORING 
Users understand that Positron may use automated software to monitor material created, stored, sent, or received on or using the computer network. 

GUIDELINES 
Users should endeavor to make each electronic communication truthful and accurate.  Users should use the same care in drafting e-mails and other electronic communications as they would for any other written communications.  The quality of writing reflects Positron Inc..  Users should strive to use good grammar and correct punctuation, and keep in mind that anything created or stored on the computer network may, and likely will, be reviewed by others.  Spell checking software should be used whenever possible. 

PROHIBITED ACTIVITIES 
Material that is fraudulent, harassing, embarrassing, sexually explicit, profane, obscene, intimidating, defamatory or otherwise unlawful or inappropriate may not be sent by e-mail or other form of electronic communication (such as bulletin board systems, newsgroups, or chat groups) or displayed on or stored using Positron Inc.'s Computing Equipment and/or Computer Resources.  Users encountering or receiving this kind of material should immediately report the incident to their supervisors. 

User's may not initiate or forward "chain e-mails".  Chain e-mails are messages sent to a number of people asking each recipient to send copies with the same request to a specified number of Users (whether or not Users of Positron Inc.'s computer network). 

COMMUNICATING CONFIDENTIAL INFORMATION 
Always keep in mind that e-mails and the Internet are public methods of communication.  When Users send information via e-mail or make it available on the Internet, there is always a possibility that unauthorized individuals will view the information.  Never send confidential, proprietary or trade secret information without first obtaining authorization from your supervisor.  This type of information is a valuable asset of Positron and each User is required to take all appropriate steps to ensure that it is protected from unauthorized disclosure. 

RETENTION PERIOD 
Unless directed to the contrary by an employee's supervisor, Users should discard inactive        e-mails after sixty (60) days. 

PROCEDURES IN PLACE 
Positron has in place and may impose at its discretion, additional procedures governing the approved usage procedures of its computing resources.  It is required of all users to strictly adhere to all procedures imposed by Positron Inc..  This is in order to ensure the security and proper operation of Positron Inc.’s computing resources.  Copies of procedures in place can be consulted in the public folders on Positron Inc.’s mail server or by communicating with an Officer of Positron or a member of the Information Technology Department.  New procedures will be communicated to all Users via e-mail as they are implemented.  Exceptions to certain procedures or parts thereof may exist in specific cases.  All exceptions must be documented in writing and approved by an Officer of Positron or a member of the Information Technology Department. 
DISCLAIMER OF LIABILITY 
Positron is not responsible for any material viewed or downloaded by Users from the Internet. Users are cautioned that websites may contain offensive, sexually explicit or inappropriate material.  Users are reminded that even innocuous search requests may lead to websites with highly offensive content.  In addition, having an e-mail address on the Internet may lead to receipt of unsolicited e-mails containing offensive content.  Users accessing the Internet do so at their own risk. 

Acknowledgement 
I have read and agree to comply with the terms of this policy governing the use of Positron Inc.'s computer network.  I understand that a violation of this computing policy may result in disciplinary action, including possible termination of employment as well as civil and criminal liability. 

Date: __________________    Signed: ____________________________ 

    Print:  ____________________________ 


